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WASHINGTON—Sev en indiv iduals and two corporations hav e been charged in the United States
with running an international organized crim inal enterprise allegedly responsible for m assiv e
worldwide online piracy of num erous ty pes of copy righted works through Megaupload.com and
other related sites, generating m ore than $1 7 5 m illion in crim inal proceeds and causing m ore
than half a billion dollars in harm to copy right owners, the U.S. Justice Departm ent and FBI
announced today .
This action is am ong the largest crim inal copy right cases ev er brought by the United States and
directly targets the m isuse of a public content storage and distribution site to com m it and
facilitate intellectual property crim e.
The indiv iduals and two corporations—Megaupload Lim ited and Vestor Lim ited—were indicted
by a grand jury in the Eastern District of Virginia on Jan. 5, 2 01 2 , and charged with engaging
in a racketeering conspiracy , conspiring to com m it copy right infringem ent, conspiring to
com m it m oney laundering, and two substantiv e counts of crim inal copy right infringem ent.
The indiv iduals each face a m axim um penalty of 2 0 y ears in prison on the charge of conspiracy
to com m it racketeering, fiv e y ears in prison on the charge of conspiracy to com m it copy right
infringem ent, 2 0 y ears in prison on the charge of conspiracy to com m it m oney laundering, and
fiv e y ears in prison on each of the substantiv e charges of crim inal copy right infringem ent.
The indictm ent alleges that the crim inal enterprise is led by Kim Dotcom , aka Kim Schm itz,
and Kim Tim Jim Vestor, 3 7 , a resident of both Hong Kong and New Zealand. Dotcom founded
Megaupload Lim ited and is the director and sole shareholder of Vestor Lim ited, which has been
used to hold his ownership interests in the Mega-affiliated sites.
In addition, the following alleged m em bers of the Mega conspiracy were charged in the
indictm ent:
Finn Batato, 3 8, a citizen and resident of Germ any , who is the chief m arketing officer;
Julius Bencko, 3 5, a citizen and resident of Slov akia, who is the graphic designer;
Sv en Echternach, 3 9 , a citizen and resident of Germ any , who is the head of business
dev elopm ent;
Mathias Ortm ann, 4 0, a citizen of Germ any and resident of both Germ any and Hong
Kong, who is the chief technical officer, co-founder and director;
Andrus Nom m , 3 2 , a citizen of Estonia and resident of both Turkey and Estonia, who is a
software program m er and head of the dev elopm ent software div ision;
Bram v an der Kolk, aka Bram os, 2 9 , a Dutch citizen and resident of both the Netherlands
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and New Zealand, who ov ersees program m ing and the underly ing network structure for
the Mega conspiracy websites.
Dotcom , Batato, Ortm ann, and v an der Kolk were arrested today in Auckland, New Zealand, by
New Zealand authorities, who executed prov isional arrest warrants requested by the United
States. Bencko, Echternach, and Nom m rem ain at large. Today , law enforcem ent also executed
m ore than 2 0 search warrants in the United States and eight countries, seized approxim ately
$50 m illion in assets, and targeted sites where Megaupload has serv ers in Ashburn, Va.,
Washington, D.C., the Netherlands, and Canada. In addition, the U.S. District Court in
Alexandria, Va., ordered the seizure of 1 8 dom ain nam es associated with the alleged Mega
conspiracy .
According to the indictm ent, for m ore than fiv e y ears the conspiracy has operated websites that
unlawfully reproduce and distribute infringing copies of copy righted works, including m ov ies—
often before their theatrical release—m usic, telev ision program s, electronic books, and business
and entertainm ent software on a m assiv e scale. The conspirators content hosting site,
Megaupload.com , is adv ertised as hav ing m ore than one billion v isits to the site, m ore than 1 50
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Megaupload.com , is adv ertised as hav ing m ore than one billion v isits to the site, m ore than 1 50
m illion registered users, 50 m illion daily v isitors, and accounting for four percent of the total
traffic on the Internet. The estim ated harm caused by the conspiracy s crim inal conduct to
copy right holders is well in excess of $500 m illion. The conspirators allegedly earned m ore than
$1 7 5 m illion in illegal profits through adv ertising rev enue and selling prem ium m em berships.
The indictm ent states that the conspirators conducted their illegal operation using a business
m odel expressly designed to prom ote uploading of the m ost popular copy righted works for m any
m illions of users to download. The indictm ent alleges that the site was structured to discourage
the v ast m ajority of its users from using Megaupload for long-term or personal storage by
autom atically deleting content that was not regularly downloaded. The conspirators further
allegedly offered a rewards program that would prov ide users with financial incentiv es to
upload popular content and driv e web traffic to the site, often through user-generated websites
known as linking sites. The conspirators allegedly paid users whom they specifically knew
uploaded infringing content and publicized their links to users throughout the world.
In addition, by activ ely supporting the use of third-party linking sites to publicize infringing
content, the conspirators did not need to publicize such content on the Megaupload site. Instead,
the indictm ent alleges that the conspirators m anipulated the perception of content av ailable on
their serv ers by not prov iding a public search function on the Megaupload site and by not
including popular infringing content on the publicly av ailable lists of top content downloaded
by its users.
As alleged in the indictm ent, the conspirators failed to term inate accounts of users with known
copy right infringem ent, selectiv ely com plied with their obligations to rem ov e copy righted
m aterials from their serv ers and deliberately m isrepresented to copy right holders that they
had rem ov ed infringing content. For exam ple, when notified by a rights holder that a file
contained infringing content, the indictm ent alleges that the conspirators would disable only a
single link to the file, deliberately and deceptiv ely leav ing the infringing content in place to
m ake it seam lessly av ailable to m illions of users to access through any one of the m any
duplicate links av ailable for that file.
The indictm ent charges the defendants with conspiring to launder m oney by pay ing users
through the sites uploader reward program and pay ing com panies to host the infringing
content.

The case is being prosecuted by the U.S. Attorney s Office for the Eastern District of Virginia and
the Com puter Crim e & Intellectual Property Section in the Justice Departm ent s Crim inal
Div ision. The Crim inal Div ision s Office of International Affairs, Organized Crim e and Gang
Section, and Asset Forfeiture and Money Laundering Section also assisted with this case.
The inv estigation was initiated and led by the FBI at the National Intellectual Property Rights
Coordination Center (IPR Center), with assistance from U.S. Im m igration and Custom s
Enforcem ent s Hom eland Security Inv estigations. Substantial and critical assistance was
prov ided by the New Zealand Police, the Organised and Financial Crim e Agency of New Zealand
(OFCANZ), the Crown Law Office of New Zealand,and the Office of the Solicitor General for New
Zealand; Hong Kong Custom s and the Hong Kong Departm ent of Justice; the Netherlands Police
Agency and the Public Prosecutor s Office for Serious Fraud and Env ironm ental Crim e in
Rotterdam ; London s Metropolitan Police Serv ice; Germ any s Bundeskrim inalam t and the
Germ an Public Prosecutors; and the Roy al Canadian Mounted Police-Greater Toronto Area
(GTA) Federal Enforcem ent Section and the Integrated Technological Crim e Unit and the
Canadian Departm ent of Justice s International Assistance Group. Authorities in the United
Kingdom , Australia, and the Philippines also prov ided assistance.
This case is part of efforts being undertaken by the Departm ent of Justice Task Force on
Intellectual Property (IP Task Force) to stop the theft of intellectual property . Attorney General
Eric Holder created the IP Task Force to com bat the growing num ber of dom estic and
international intellectual property crim es, protect the health and safety of Am erican
consum ers, and safeguard the nation s econom ic security against those who seek to profit
illegally from Am erican creativ ity , innov ation, and hard work. The IP Task Force seeks to
strengthen intellectual property rights protection through heightened crim inal and civ il
enforcem ent, greater coordination am ong federal, state, and local law enforcem ent partners,
and increased focus on international enforcem ent efforts, including reinforcing relationships
with key foreign partners and U.S. industry leaders. To learn m ore about the IP Task Force, go
to www.justice.gov /dag/iptaskforce.
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